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Abstract

Currently, video copyright protection has become a challenging issue due to the growth of

Internet technology and extensive use of multimedia. Digital watermarking plays an

important role in protecting multimedia objects as they become easier to modify, copy

and exchange data. Embedding the watermark in the video is done in different ways by

many researchers. Most of the existing video watermarking (V-W) schemes directly apply

image watermarking methods to raw and compressed video. Due to redundancy in the
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Abstract: Fog figuring is a well known new term in the realm of comprehension after the 

approach of PCs. This thought of another universe of memberships can be viewed as an 

augmentation of PC use. The essential purpose of getting mist is to lessen the load in the cloud 

with a suitable degree of local area occasions close by, executives, applications, and huge 

subtleties close to the furthest limit of the organization. In this audit paper, we will examine the 

chief ascribes of God, in particular; 1.Mobility, 2.Location mindedness, 3.Lileness, 4.A 

enormous number of centers, 5.Broad geographic portion, 6. Different applications routinely and 

we research the center focuses and advancement of Fog enlistment, and afterward abrogate its 

IoT programs. 
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Optimal Tree Structure for Secure Group Communication Using 
LKH Approach 
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Abstract 

In secure Group communication for applications such as pay per view, teleconferencing, and video conferencing,   key 
management method with logarithmic computation, storage time and bandwidth efficiency is expected. Major aspects 
with key management are initializing the group with a group key and rekeying the group. Server maintains a key tree. 
Rekeying is mandatory due to dynamic group nature (join/leave operations) or periodic rekeying. Logical Key Hierarchy 
has logarithmic rekeying cost if the key tree is balanced, over multiple rekeying operations key tree is not balanced and 
LKH yields worst Rekeying cost. To achieve logarithmic cost either keep key tree balanced or restructure the key tree in 
such a way that it will still result in best rekeying cost. This paper explores tree structures using Logical Key Hierarchy 
(LKH) approach to find optimal tree structure for an application. 

 
Keywords- Secure multicast, Rekeying, LKH, forward secrecy, backward secrecy, optimal tree structure, 
NSBHO tree, AVL tree, optimal level homogeneous tree 

© 2020  Authors.  

 

1. Introduction 

(In Group Communication multiple receivers receive same copy of transmission at the same time when sender 
has sent just one copy of data. In secure group communication only intended and authorized users (receivers 
and sender/s) should send and receive data and others should be prohibited to take part in communication. To 
achieve this group key is used for all communication, but due to change in group dynamics, group key has to be 
changed or regenerated to ensure backward and forward secrecy. Change in group key is called as rekeying. 
Rekeying happens due to result of join/leave operation or periodic time interval (batch rekeying).    

 
join request to the group, group server using authentication protocol mutually authenticates user. With the list 
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Abstract

Logical Key Hierarchy is a scalable and efficient method to achieve logarithmic rekeying

cost in secure group communication. In applications like pay per view, video conferencing

with multiple rekeying operations, the key tree will be unbalanced and will generate

worst-case rekeying cost. With each join, leave operation we change the group key as well

as update all keys along the key path of join/leave user. Key aspect in secure group

communication is maintaining a balanced key tree and achieving logarithmic rekeying
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